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Abstract

We study the remote detection of virtual machine monitors (VMMs) acredsitiérnet, and devise fuzzy
benchmarking as an approach that can successfully detect the pesembsence of a VMM on a remote
system. Fuzzy benchmarking works by making timing measuremengseakttution time of particular code
sequences executing on the remote system. The fuzziness comesufistichehich we employ to learn
characteristics of the remote system’s hardware and VMM configurat@uar techniques are successful
despite uncertainty about the remote machine’s hardware configuration

1 Introduction

The ability to remotely detect a virtual machine monitor (VMM) is important in manyucistances:
detecting malware that has been implemented with VMMs (e.g., VM-based rofdtkjt47, 23]); detecting
virtualized environments used for dynamic analysis such as honeypqt2QLOpreventing data lifetime
or freshness attacks that use VMMs [3, 7]; and preventing time-limited wialvare from being reused.
These uses for VMM detection span both the white hat and black hat commsuniiieen in the case of
malicious uses of VMM detection technology, it is important for researdbeaxsplore this space to facilitate
development of countermeasures.

We are interested in remotely detecting the presence of a VMM on a partigstans Given the exact
hardware specifications and the specific VMM implementation that may benpreletection using timing
attacks is straightforward, as we show in this paper. However, giveknalvn VMM implementations,
and all possible hardware configurations, detecting the presence b &h a platform with unknown
hardware is an open problem. This problem spans a spectrum of VMa&&tten scenarios, running from
specific (easier to detect) to general (harder to detect) along two akéigl iliplementations and hardware
configurations (see Figure 1). We do not claim that one point in the spawere useful or more important
than another; rather, it is our goal to explore the space and gain soraestantling of the challenges that lie
within.

Complete knowledge of the remote system is available in some scenarios:seugliebased rootkits
(VMBRs) become a significant threat in the wild. Anti-virus software maleesmotivated to detect such
threats, and may require that users specify their exact hardwarguaiion upon installation of the latest
malware signatures. The anti-virus software companies’ servers tmrderiodically challenge the users’
systems to execute certain instruction sequences, designed to elicit sfonrzarce in the presence of a
VMM on a user’s system. If performance is degraded sufficiently, thievems software company suspects
the presence of a VM-based rootkit. Due to the nature of VMBRSs, obaofi mechanisms may be necessary
to inform the user of this detection, but that is outside the scope of this.pHjgrever, several problems
arise in this model. The information provided by the user about their systent b@ghcomplete or wrong.

We devisefuzzy benchmarkings an approach to detect the presence of a VMM on a remote system
with uncertainty about the remote system’s exact hardware configuratgpeoific VMM implementation.
We are able to successfully detect whether the remote system has andntiein®? |V, and whether it is
running vanilla Linux, Xen 3.0.2, or VMware workstation. Further, éurzy benchmarksontinue to work
against a machine with hardware support for virtualization running Xer2.3.While our results do not
prove that all VMMs are detectable on all hardware platforms, they stidhat a motivated entity with
some knowledge of the remote system in question is likely to be able to constiuzzyabenchmarthat



demonstrates performance degradation when running on a VMM. As suclkwvork represents a first step
towards general VMM detection techniques.
Contributions. This work makes the following contributions:

» We introduce the problem space relating to VMM detection.

» We propose théuzzy benchmar&pproach based on timing VMM overhead on machines of uncertain
configuration.

» We design and implement tifigzzy benchmarkpproach for some commodity architectures and VMMs.

» We evaluate oufuzzy benchmarkxperiments, which successfully detect the presence of commodity
VMMs executing on commaodity x86 hardware, including hardware with virtasibn support.

Outline. The remainder of our paper is organized as follows. Section 2 provittesnal overview of the
VMM detection problem. Section 3 motivates the design of our detection algokitteed on both formal
and practical constraints. The implementation and experimental evaluatianr afetection algorithm is
presented in Section 4. We treat related work in Section 5. Finally, Sectitiar§ our conclusions.

2 Problem Space

We define the problem dfMM detection in which a
program, called duzzy benchmarkexecutes on a remote
host in order to determine if that remote host is a virtua
machine running on virtualized hardware or a real machin
running directly on hardware. We term the benchmark &
fuzzy benchmarkecause uncertainties with respect to the
hardware and VMM configuration of the remote system
preclude the benchmark being designed for a specific targe
system. Further, a set of all hardware or VMM configura-
tions is intrinsically vaguely defined, since the space of all
possible configurations is infinite.

We follow Popek and Goldberg [13] in defining a virtual
machine as an efficient, isolated duplicate of the underly
ing hardware. This definition imposes the three propertie
that a control program must satisfy to be termed a VMM:
efficiency, resource control, and equivalence.

1. Theefficiency property dictates that a statistically dominant subset of the virtual processor’sénstru
tions be executed directly by the real processor, without requiring igréion by the VMM.

2. Theresource control property dictates that the VMM is in complete control of system resources.
This requires that it be impossible for an arbitrary program running in adviMop of the VMM to
affect system resources, e.g., memory and peripherals, allocated terartiiVM or the VMM itself.

3. Theequivalence property dictates that the VMM provide an environment for programs which is
essentially identical to that of the original machine. Formally, any prod?axecuting with a VMM
resident in memory, with two possible exceptions, must perform in a mandistinguishablefrom
the case when the VMM did not exist afchad the freedom of access to privileged instructions that
the programmer had intended. The two possible exceptions to the eque/gdemperty result from
resource availability and timing dependencies.

We exploit the timing dependencies to constriuzzy benchmarkshich demonstrate measurable over-
head, even in the presence of uncertainty as to the remote system’s reatwdapossible VMM config-
uration. Uncertainties with respect to the hardware configuration incli®lé @icroarchitecture, cache
architecture, memory size, and clock speed. Uncertainties with respeet\dikl implementation include
optimizations such as the use of binary rewriting or paravirtualization. Hanelgupport for virtualization,
such as Intel's VT [9] or AMD’s SVM [5] technologies, further complicatéMM detection.

We envision the VMM detection problem space along two axes (see Figulevé) of knowledge about
the remote system’s hardware configuration, and level of knowledget &he remote system’s possible
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Figure 1: VMM detection problem space.
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VMM implementation. For example, VMware has enjoyed a dominant position in & Vnarket for
years. Thus, it may be reasonable to assume that a remote system is usiveye/MHowever, Xen has
recently been growing in popularity. Still, guessing that the remote systenedsitixg a specific version of
Xen or VMware is unlikely to succeed if the remote system wants to hide its VMM.

Despite these difficulties, we give an intuition as to why positive VMM ovedheast exist, independent
of VMM implementation. Assume positive VMM overhead does not exist. Thither the VMM overhead
is zero or it is negative. If the VMM overhead is negative, then the adddfan VMM actually increases
the speed of the real machine, clearly a contradiction. If the VMM overigeaero and we assume that all
instructions execute in a positive amount of time, then the VMM cannot exaoytadditional instructions
when it interposes on instructions. Clearly a VMM that does not execytéatructions cannot satisfy the
resource control property, and hence we arrive at a contradi€pe.potential problem is the arrival of new
hardware with built-in support for high-performance virtualization. HeeveAdams and Agesen show that
even with today’s latest hardware support for virtualization, VMMs elgnee considerable performance
overhead [1]. Our experimental results confirm these observatiores.canhot predict what capabilities
future hardware may have to improve virtualization performance; thusiesuits reflect only the today’s
state of the art.

3 Design of Fuzzy Benchmarking for VMM Detection

In this section, we describe our design of a VMM detection technology chllery benchmarkingvith
applications in each of the four quadrants identified in Figure 1. Thoughsgass some local measurements
to aid understanding, our design facilitates remote detection of a VMM usietgatibn protocol across the
Internet for each quadrant (results in Section 4). We first presantl@tection scenario and assumptions,
then describe the remote VMM detection protocol used over the Interfietyéal by the intricacies diuzzy
benchmark$or each quadrant.

3.1 Scenario and Assumptions

We have two parties in our VMM detection scenario, an external verifiéraaiarget host, connected via
the Internet. The external verifier would like to determine whether the taggtis a virtual machine. To
this end, the external verifier installs and executes some benchmarkiagnodtie target host. The VMM,
if present, is assumed to be a full system VMM such as VMware, Xen, twdliPC running on unmodified
commodity x86 hardware (including but not limited to the Intel Pentium family, INEI[9], and AMD
SVM [5]). The VMM may make use of hardware extensions to supportalidation, if present. We assume
that the external verifier has root access to at least one VM runniitgitite VMM, which it uses to execute
benchmarking code at the highest privilege level with interrupts turnedfahe target host is a VM, the
VMM may execute at a higher privilege level, interrupts may only be turnéfbothis VM, and the VMM
may return invalid information to direct inquiries from VMs about elapsed timgeosformance. We do not
assume any knowledge concerning which quadrant of Figure 1 the tavgeis operating in. This is the
source of the fuzziness in our benchmarking; the external verifier maw lonly a vaguely defined set of
possible hardware configurations or VMM implementations that describerties teost:

3.2 Remote Detection Protocol

The remote verifier attempts VMM detection on the target host from a remomméntsite. The remote
verifier is assumed to have an accurate clock which is used to measuratiheeraf thefuzzy benchmarén
the target host. Clock synchronization is not required between the madignause all timing measurements
are made on the remote verifier.

The remote verifier installs and prepares for executifuzay benchmark Bn the target hosB executes
when directed to do so by the remote verifier, and sends the remote vernfaifiaation of completion
after execution finishes. Upon receiving the notification of completion,eheote verifier records the time
elapsed since requesting the invocatioBofTo determine if the detection algorithBwas executed on top of
a VMM, the remote verifier checks whether the execution tim@ isfgreater than a predetermined threshold
valuetr (described below) for the target host’s set of suspected hardvatferms. If the execution time

IThis description is analogous with the use of fuzzy in fuzzy logic, the inSpirdor our name.



exceeds the threshold, the target host is considered to be a VM and aefldM was in control of the
execution ofB.

To remotely detect VMM overhead, we must develop a progBamith sufficient VMM overhead to
overcome variance in network latency, inaccuracies in timing, and any stheces of noise which may
exist. To achieve adaptability in the face of future changes in the noisewevdeveloB with a configurable
amount of VMM overhead, at the expense of the overall runtime ofuhey benchmarkThe remainder of
this section discusses hduzzy benchmarlaperate, including obtaining an appropriate valuedbr target
hosts in each quadrant of Figure 1.

3.3 Fuzzy Benchmarking Architecture

We design duzzy benchmark Bhich includes control modifying CPU instructions that we empirically
determine to cause VMM overhead across several VMM implementationshWése the particular control-
modifying CPU instructions (thereby requiring intervention by the VMM to mainthanresource control
property) and then tune their number such that the VMM overhead is nbkicaaross the Internet. The
execution time oB on real machindz, 1R, is our threshold for distinguishing between the executioB of
on a real machine and execution on a virtual machine. The accuracy &izay benchmarls dependent
on a correct value forr. One complexity that arises is how one determines the valug fur machines of
unknown hardware configuration (quadrants beta and gamma in Figure 1)

Since the execution time @& is dependent on the underlying hardware, we require some knowldédge o
the hardware configuration. We have developed a heuristic that usesistence of hardware artifacts that
“shine through” the VMM. The hardware artifacts we discover are umigua particular CPU microarchi-
tecture and allow us to infer a portion of the configuration of the target Hasthe context of Figure 1,
this moves the level of knowledge in the external verifier further to the laft. ekample, the artifact we
explore in Section 4 is the existence of a trace cache present in all Imi@lifrdV CPUs. This configuration
information then allows for an estimation of the expected runtimB oh R, TR, since the external verifier
can assume the target host is a member of the Intel Pentium IV family.

To select control-modifying instructions to induce
VMM overhead, we measured the overhead of dif
ferent control-modifying instructions on several dif-
ferent VMMs. After selecting particular instructions 37 Real Machine
to include in the prograrB, we need to further tune
the VMM overhead induced bB by selecting the
number of instructions. There are at least two fac
tors in addition to network-induced noise that affect
the VMM overhead ofB. First, the configuration
of the machine, for instance, Intel Pentium IV 2.0
GHz, has a direct effect on the execution time. Sec
ond, different virtual machine monitor implementa-
tion strategies result in different overheads (e.g., paf : - ” - o
avirtualization, binary rewriting, or the presence of a Instruction Sequence Length
host OS under the VMM). The following analysis Figure 2: Example VMM overheads for prograB
explains how we incorporate these two factors intowithout a VMM executing, the instructions iB com-
our experiments in order to select the number of inplete rapidly. With a VMM, there is noticeable overhead.
structions inB.

First, we look at the optimistic case where we assume full knowledge of tHegaoation of the target
machine, i.e., the bottom left of quadrant alpha in Figure 1. We then redaecantbunt of configuration
information that is known and develop a technique for estimatinig the other quadrants.
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3.3.1 Detailed Configuration Information — Quadrant Alpha

Given local access to a machine about which we know detailed configuinfmmation, we can deter-
mine the number of instructions to include ifitezy benchmarky estimating the noise on the Internet and
running a number of experiments to time faagzy benchmar#lirectly on the real hardware and on different
VMMs. The results of these experiments can generate a graph similar teRigur
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Figure 2 is a distilled version of Figure 10 from our experimental resultssarves to illustrate our point
here. The upper three lines represent the runtimBswth a fixed set of control-modifying instructions under
several different VMM implementations. The bottom line is the execution tin® @h the real hardware.
To determine the required number of instructions, we first generate eqgsidtioall the lines in the graph.
We can then use these equations to determine the minimum number of instruagjoinsd¢o overcome our
noise estimate.

This gives us a modeN MM (x) = aiX, VMMz(x) = azx, V MM3z(x) = agx, andRealMachinéx) = bx.
We seta = min(ay, a2,a3) and denotd-astestV MMx) = ax. Given a noise estimate of we then seleck
such thafastestV MMx) — RealMachingx) >> n, or equivalentlyx > -I'-. Sincen is less than a second in
practice and our VMM overhead is configurable into the tens of secsetistingx based on local experi-
ments presents few difficulties. We describe the configurabiliiunty benchmarkis Section 4 when we
present somé&uzzy benchmarka detail.

3.3.2 Fuzzy Configuration Information — Quadrants Beta, Delta, and Gamm
We now examine the case where we have fuzzy

configuration information for the target host. In this architecture range architecture range
case, we determine the correct number of instruc- s N s

tions to execute based on a number of estimates an@ | | | 1
experiments. We assume that we have local access Execution time of detection attack -

to a machine with partial configuration information Figure 3: The required order of execution timesntzy
which matches that of the target host, though evemenchmark Bor successful VMM detection given a set
the partial configuration information may be hard toof partial configuration information. FR (fastest real), SR
obtain in, e.g., quadrant gamma. (slowest real), FV (fastest virtual machine), and SV slow-
Gaining knowledge of the target host's hardware €St virtual machine) are machines which conform to this
configuration. As an example, imagine that the Partial configuration information.

partial configuration information we have identifies just the processor archdecture (e.g., Intel Pentium
IV). Since the target host we are attempting to distinguish as virtual or replramaat a different clock
speed than the machine we are using for our experiments, we need to theunohtime ofB for different
configurations and use these bounds for detection. In addition, sincargime estimates faB will not be

as accurate as in the full configuration information case, we must dBssgich that the execution time of
B is ordered as in Figure 3. Essentially, executihign the fastest VMM on the fastest real machine that
matches the partial configuration information should take longer than exg®&udinectly on the slowest real
machine matching the partial configuration information.

The approach we develop is to determine the range of processor sveddble given our partial config-
uration information and to use these values to approximate the execution tintediffefent configurations.
Given the partial configuration information we know, we determine the gsmrespeed of the fastest ma-
chine available and denote this les While this value increases over time, the configurable nature of the
overhead elicited by (detailed in Section 4) makes it possible to compensate for this increase. ndke de
the speed of the slowest machine satisfying our partial configuratiommatton asS. The processor speed of
the machine we are using for local experiments is denlgtedt the time of writing this papef = 3.8GHZ
andS= 1.3GHZ for the Intel Pentium I\£

As in Section 3.3.1, we experimentally determif@stestV MMx) = ax and RealMachinéx) = bx by
running tests with different VMMs (including no VMM) on the local machive We then use the ratio of
the speed of the local machine to the speed of the slowest possible mapchir%, to estimate the runtime
of B on the real hardware & This gives us a runtime estimate 8wof SlowestReat p+ RealMachinéx).
Similarly, we use the ratio of the speed of the local machine to the fastest manhin%, to estimate the
runtime on the fastest virtual machine. This givesrastestVirtual= u x FastestV MMXx). To determine
the minimum number of instructions required to overcome our noise estimateguiesrastestVirtual>
SlowestReal n or equivalentlyx > auf%p
Gaining knowledge of the target host's VMM implementation. Thus far, we have described techniques
for increasing the external verifier's knowledge of the remote harmaioving to the left in Figure 1).

2http://wwm. i ntel . cont product s/ processor/ penti um



To obtain high confidence in a VMM detection, knowledge of the target sibsttdware configuration is
insufficient; we must also gain additional knowledge about the VMM implementaticthe target host.

Suppose preliminary experiments with a target host suggest the prefem&&MM, e.g., induced TLB
flushes are unusually expensive (possibly due to the existence avgipage tables). Now consider a VMM
that uses binary rewriting to transform control-modifying instructions whgght require a trap into the
VMM into innocuous instructions that modify some specially-controlled VMM stakbis use of binary
rewriting may actually make some otherwise expensive control-modifying oi&ins more efficient. If
the presence of a VMM is suspected, the characteristics of the VMM céurther deduced by performing
additional experiments designed to test for the existence of binary rewMiaguccessfully perform exactly
this experiment in Section 4, initially detecting that a VMM is likely to be presenabse of TLB flush
overheads, and then refining our knowledge of that VMM by detectingsbkeof binary rewriting (VMware
Workstation uses binary rewriting; Xen 3.0.2 does not).

4 Implementation and Evaluation

We present implementation details and an evaluation of experiments which akoaogerverifier to learn
about the hardware configuration and potential VMM implementation on atthog. We first describe
our experimental setup, then discuss the actions necessary to ensureititegndy for our experiments.
Mechanisms that can detect the hardware architecture of an unknowoteresystem are presented next.
Finally, we provide a detailed discussion of the development of code thatesdverhead in virtual machine
monitors, including the ability to distinguish between different VMM implementations.

4.1 Experimental Setup

We use six machines in our VMM detection ex-
periments. Figure 4 shows these machines and their . VMWare Paravirtualized
network connectivity. Three of the machines are Linux Workstation ~ Xen 3.0.2 SVM Xen 3.0.2
identical 2.0 GHz Intel Pentium IV systems. These
systems run vanilla Linux, VMware Workstation,
and paravirtualized xenolinux on Xen 3.0.2, respect
tively. The fourth machine has AMD SVM [5] hard-
ware extensions to support virtualization and runs
Xen 3.0.2. The last two machines are used as ver|-
fiers in experiments where timing measurements are
made remotely. One of these is on a separate Subvee
net from our machines running VMMSs, separated .
by one hop through a router, which we call tloe
cal verifier. The other is located remotely at another
university, which we call theemoteverifier. Aver-
age ping times to the local and remote verifiers are
0.4 ms and 16 ms, respectively. All CPU-scaling and power-saving tsatare disabled on the local and
remote verifiers during experiments to prevent the clock frequency @mgin the verifier from changing.

We detect the presence of a VMM based on performance measuremeaipiscadlly crafted instruction
sequences, which we execute in a loop called the benchmarking loop. \ate itee loop containing the
sequence to generate enough overhead for detection. Unless statedszhour loop iterates' 2times. We
selected this value experimentally.

Our benchmarking loops execute within a Linux kernel module. Their insbnsalways execute at the
same privilege level as the kernel itself, which depends on the hardwelnéecture and the presence or
lack of a VMM. To measure execution time locally, we usertlé sc (read time-stamp counter) instruction
before and after the benchmarking loop. To obtain measurements usingahoi@emote verifier, a user-
level progranmreasur ed runs on the target system and listens for a TCP connection from the vaiftien
a connection is establishedieasur ed immediately tries to open a file that our kernel module adds to the
/ pr oc filesystem. This results in a call to a function in our module, which immediately adsphe calling
process, disables interrupts, and begins execution of the benchmbxémgwhen the benchmarking loop

Router

Figure 4: Experimental machine and network setup.



finishes, interrupts are re-enabled, the calling process gets wokemdpts file-open succeeds. Without
even reading any data from the filgasur ed sends a packet back across its TCP connection, indicating to
the verifier that execution of the benchmarking loop is complete.

In the remainder of the paper, we sometimes refer to a target host as “kVlaa“Xen”, when in fact
we mean the guest OS running on VMware or Xen. All experiments run stgéem, with or without SVM
support, are run against an unprivileged user domain which is the orgdy ddmain running besides the
privileged domain O.

We must address one more issue before delving into our benchmarking tbejssue of a heavily loaded
target host. We compare the case where the target host is not runnikig/fanith the case where it is. If
there is no VMM, then disabling interrupts in the benchmarking loop truly disahkm. The benchmarking
loop executes to completion without interruption, rendering the load on thet taogt irrelevant. If the target
system is a guest running on a VMM, interrupts atdeastdisabled in that guest VM. Thus, only code
executing in other guest VMs on the same VMM can affect performarfcandther heavily loaded guest
exists alongside the target guest, the performance of the target gue$tentkegraded. This performance
degradation only applies on systems running VMMs, and will timgrove our chances of successfully
detecting the VMM. All of our experiments are run without any extra load erMklMs, hence we perform
VMM detection in the worst-case of an idle system.

4.2 Timing Integrity

A VMM has total control over its guest OSes. Thus, we cannot trust &Mdlreturn valid answers to
r dt sc “in the wild” [11]. Figure 5 compares internal (local) versus external timimgasurements for the
exact same experiment run on two variants of SVM Xen. One variant istéimelard 3.0.2 release. The
variant labeled as “Low-Integrity” in figures is actually an unstable deraknt release of Xen with a bug
in the code that handlesdt sc. It is illustrative here because a party who wishes to thwart local VMM
detection may intentionally modify their VMM to return such invalid timing measurements.

Figure 5(a) shows the internal timing measurements for a loop of a seqoakadéhmetic instructions
which clears interrupts at the beginning of each loop iteration. Xen 3.0&vbslas expected, with longer
instruction sequences requiring longer to execute. In contrast, “begiity” Xen does not show any over-
head whatsoever. In fact, some of the elapsed times are negative. B{flrghows a rerun of the same
experiment, except that timing is performed by an local verifier. LocHlsc calls are now unnecessary,
and the runtime of the two experiments is nearly identical.

VMware Workstation can be made to demonstrate similar behavior, though wexpeitimental results
due to lack of space. In fact, VMware provides a configuration optioivfds called
noni tor _control . virtual rdtsc [21]. When set td r ue, a virtual counter in the VMM is used to
provide values for guest OS callsitat sc. When set td al se, VMware allows guest OS calls tadt sc
to access the CPU'’s true timestamp counter.

4.3 Identifying Target Host Hardware Architectures

Inducing significant overhead in a VMM can result in long runtimes, whiehdatect by measuring run-
time from a separate system. However, without some idea of the hardwhreature of the remote system
in question, it is difficult to interpret timing results correctly. In this section,describe a technique that is
useful for identifying an unknown remote system as having an Intel RettiuLCPU, thereby providing more
knowledge in the context of Figure 1. If a system is known to be equippidawPentium IV, we can bound
its expected performance and establish a runtime threshold, above whitiketyighat the target system is
running a VMM. The Netburst Microarchitecture of the Intel Pentium I¥ilg includes a trace cache with
consistent specifications across all currently-produced Pentium NsQH; our hardware discovery heuris-
tics detect the presence of the trace cache. Other relevant chatastefithe Pentium IV microarchitecture
include an out-of-order core and a rapid execution engine.

The trace cache stores instructions in the form of decpoed rather than in the form of raw bytes which
are stored in more conventional instruction caches [16]. Ttiasesof the dynamic instruction stream ensure
that instructions that are noncontiguous in a traditional cache to appetiguaus. A trace is a sequence of
at most instructions and at most basic blocks (a sequence of instructions without any branches) statting



4500

0.12

H{’M Xen L‘ow-Integr‘ily E i i i H‘VM Xen I:ow-Integ}ily el
HVM Xen3.02 = HVM Xen3.02 =
4000 0.115 e
o
3500 0.11 F oy 857 =
o . o
2 nnnnnmﬂﬂ D"‘"
3000 g 0105 - it - 1
3 9 0d B0 g
2 2 Foom gl
£ o A 5 0% 0P
3 5 P oo
2 2000 | > 0095 F PR
S g D
O =1 %@F
S 1500 3 0.09 + oy
[ =" mE O
O % 5 Rl
1000 + 0.085 nly d
£ e o
F | = s ) ™
500 0.08 0,
0 it 0.075 #
500 . . . . . . . 007 . . . . . . .
8192 8704 9216 9728 10240 10752 11264 11776 12288 8192 8704 9216 9728 10240 10752 11264 11776 12288

Instruction Sequence Length Instruction Sequence Length

(a) Low timing integrity. Elapsed cycles measured internally{b) High timing integrity. Elapsed time measured via an local
usingr dt sc. The same experiment yields dramatically dif-verifier. The same experiment yields similar results, even though
ferent timing results on two variants of SVM Xen on the sam®ne VMM was returning incorrect responses it sc instruc-
physical machine. tions.

Figure 5: Timing integrity using internal versus local Vietis.

any point in the dynamic instruction stream. An entry in the trace cache is gooyfia starting address and

a sequence of up tm— 1 branch outcomes, which describe the path followed. This facilitates réofcbee

instruction decode logic from the main execution loop, enabling the outdsfraore to schedule multiple

pops to the rapid execution engine in a single clock cycle. In the case otaetisregister arithmetic

instructions without data hazards, it is possible to retire thogs every clock cycle. Register-to-register x86

arithmetic instructions (e.gadd, sub, and, or, xor , nov) decode into a singlgop. Thus, it is possible

to attain a Cycles-Per-Instruction (CPI) rate%dbr certain sequences of instructions.

Intel has published the size of the trace cache in the Pentium

IV CPU family — 12K pops. However, the parametersandn, as :

well as the number ofiops into which x86 instructions decode, 131072, sedi | o Saomt

have not been published. We performed an experiment where loop:

we executed benchmarking loops of 1024 to 16384 arithmetic in- xor! %eax, %ax  : begin special
. . . . addl %ebx, %ebx ;;instr. seq.

structions devoid of data hazards on Pentium IV systems running novl %cx, %cx

vanilla Linux 2.6.16. Figure 6 shows the structure of our bench- orl %dx, %edx

marking loop. Figure 7 shows the results of this experimentwhen ¢, g1, veai et
run using the dt sc instruction to measure the elapsed CPU cy1 inz Ioop i untiln=0
cles locally. It is evident on the Pentium IV that the CPI is indeed_ "9tS¢ » getend time

% until the nu_mber of instructions reaches_lntel’s p'ublished tracgigure 6: Example assembly code used
cache capacity of 12iiops. We also ran this experiment locally o fill trace cache with register-to-register
on a laptop equipped with a Pentium M CPU; no unusual cachingrithmetic instruction sequences (which
effects are observed (note that a CPI of less than 1 is obtained fdecode to a singlgop) without data haz-
the entire loop). ards on Intel Pentium IV CPUs.

At this point we know enough about the trace cache in Pentium IV CPUsnstremt a benchmarking
loop that has sufficient overhead to be detected remotely across theelntbus allowing the remote verifier
to gain knowledge about the target host's hardware configuration.essrithed above, the exact details of
how the trace cache generates its traces are not published. We petfadadigonal experiments like those
of Figure 7 locally and determined that a benchmarking loop composed ofuesee of 11264 arithmetic
register-to-register instructions fits inside the trace cache, but thauarsesjof 11328 instructions does not
fit. That these figures are less than 12K is expected, as there are aaldiigiructions executed to maintain
loop counters and jump back to the beginning of the loop. Thus, executiag faguences multiple times
should cause the performance of the larger loop to suffer dispropatgiyrwith respect to its added length.

Since the benchmarking loops contain only innocuous instructions, VMMsg #hlem to execute directly.
The exaggerated performance difference between the two loops itylargdfected by the presence of a
VMM. Figure 8 shows the results of an experiment designed to demonstiatfféct. The top three lines
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Figure 7: When sequences of register-to-registdfigure 8: Trace cache overhead timed remotely from
arithmetic instructions without data hazards populatanother university. Sequences of either 11264 or
the trace cache of an Intel Pentium IV, a CPI %)f 11328 arithmetic instructions with no data hazards are
is attainable. Once an instruction sequence exceeedgecuted in a loop. The number of loop iterations is
the trace cache’s maximum size of 12KB, the CPI bedefined by 37 + 21%, wherek is the Loop Multiplier
comes 1. No such effect s visible on a Pentium M (aon the X-axis. With and without a VMM, the Pentium
architecture without a trace cache). Cycles measurdd architecture shows a considerable jump in over-

locally withr dt sc. head for a small number of additional instructions. In
contrast, the Intel Pentium M (legend: PM) shows no
such jump.
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ister 2) and then write Processor Control Register 3)

Figure 9: Local execution times for selected sensitivericsions.
are the execution time for the smaller sequence (11264 instructions per l@dit® on vanilla Linux, par-
avirtualized Xen, and VMware Workstation. The bottom three lines showatime svith the larger sequence
(11328 instructions per loop iteration). The middle two lines show the two segsexecuted on a Pentium
M running vanilla Linux; this serves to illustrate how minimal the runtime differemewveen the loops is
when there is no trace cache involved. The gap between the execution tioopsbf the smaller sequence
and loops of the larger sequence is considerable, and we are abledbthlisteven across the Internet.

4.4 Inducing Detectable VMM Overhead on the Target Host

At this point, we have some idea about the remote architecture on which wryiageto detect a VMM.
For example, we know the CPU is a member of the Pentium IV family. As desdrib®elction 3, we need
sufficient overhead to distinguish between the slowest member of the GRily fanning a native OS and
the fastest member of the CPU family running a guest OS on a VMM.

Thus, we must induce significant performance overhead in a VMM. Asriteed in Section 3, we use
control-modifying instructions which result in the execution of additionalciogide the VMM. While we
do not have space to exhaustively treat all sensitive instructions, let sefew and analyze their overhead
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on Xen 3.0.2 and VMware Workstation on an Intel Pentium IV. The instructiamsonsider arel i (clear
interrupts),nov %r 0, %eax (read processor control register @pv %r 2, %eax (read processor
control register 2), andov %r 3, %ax;nov %ax, %r 3 (read and write processor control register
3, which induces a TLB flush).

We next analyze these selected instructions locally on Xen 3.0.2, VMwarlestltion, and vanilla Linux
to understand their behavior (Section 4.4.1). Armed with this knowledge,onstrtict a remote attack
that successfully detects the presence of a VMM across the Intereetidi$ 4.4.2). We also present a
technique which causes instructions which would normally execute efficemt¥Mware to perform poorly
(Section 4.4.3), thereby allowing us to distinguish between Xen and VMware.

4.4.1 Per-Instruction Overhead

We configured VMware withmoni t or _control . virtual rdtsc = fal se so that VMware al-
lows guest OSes to have direct access to the CPU’s timestamp counterirtRaliaed Xen 3.0.2 allows
its guests to access the time stamp counter by default. Thus, we can runxpeaients to analyze per-
instruction overhead. Our analysis is based on experiments where a smmdenof one of the sensitive
instructions in question are inserted in between sequences of regisegidter arithmetic instructions. For
each sensitive instruction, we evenly space 1, 2, 4, 8, or 16 instahtiest anstruction among 12,256 arith-
metic instructions. We selected 12,256 to ensure that trace cache effedtsneb add noise to our results.
We cannot be sure how the trace cache would impact a smaller sequenstudtions because the exact
Hop structure of these sensitive instructions is not published.

Figure 9 shows the results of local performance measurements. Figaye3(8), and 9(c) yield very sim-
ilar results. VMware Workstation shows a consistent minor overheacdealamilla Linux. In contrast, Xen’s
performance degrades significantly with each additional sensitive itismmu¢iowever, for CR3 read/writes
(Figure 9(d) — causing a TLB flush in the VM), VMware Workstation incocosisiderable overhead above
both Xen and vanilla Linux.

We now have two techniques which induce overhead differently on twerdiit VMM implementations
— CR3 read/writes and CRO reads. While CR3 read/writes do not induceadist @verhead on Xen, the
overhead is still significant. In the next section, we show how we use €R®writes to detect a VMM
across the Internet.

4.4.2 Successful Remote Detection

We have now determined that an instruction sequence of reads and wftBS teesults in overhead when
the target system is running a VMM, but reasonable performance wheartfet system is executing natively.
We used a loop containing a sequence of such instructions in our remotdaetxperiment. Although we
did not include SVM Xen in our analysis of per-instruction overheads irptheious section, we include it
in this experiment.

Figure 10 shows the results of our experiment, where the remote verifigratetbat another university.
We are able to induce extremely high overhead; code which executesen 2i1séconds on a native system
takes more than 20 seconds to execute when running on either paravédugén, SVM Xen, or VMware
Workstation. This is far above the amount of overhead necessary tooowve network latencies, and we
conclude that remote VMM detection is feasible.

4.4.3 Remotely Distinguishing between Xen and VMware

VMware Workstation uses binary rewriting to emulate many sensitive instrigcéfficiently. This is one
reason its performance is able to closely track that of the native systemuireFigHowever, for correctness,
VMware must still be capable of detecting dynamic changes to progranutakdes. For example, self-
modifying code may appear innocuous when first loaded, but may therhrtsef into one or more sensitive
instructions.

Figure 11 shows some assembly code involvimy %r 0, %eax instructions which are dynamically
rewritten each loop iteration. Theub instruction immediately following thaop instruction gets overwrit-
ten withnov %r 0, % esi during each loop iteration. Although it is not shown in the figure, additional
self-modifying code changes this instruction back sud again. This oscillation stymies VMware’s ability
to efficiently perform binary rewriting.
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Figure 10: CR3 read/write overhead timed remotely Figure 11: Loop including self-modifying code.
from another university.

Referring back to Figure 9(b), one would expect a particular progvhioh containgrov %r 0, %sax
instructions to execute much more rapidly on VMware than on Xen. HowEiguire 12 shows the results
of a local experiment and one timed by an local verifier where VMwaretfopmance closely tracks that
of Xen. Note that the same number of sensitive instructions are executall data points; the number of
arithmetic instructions included in the loop is what varies on the X-axis. Inlasion, using self-modifying
code gives the remote verifier the ability to distinguish between some difféMit implementations.
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Figure 12: Result of benchmark loop implemented with sedflifying code.

5 Related Work

Robin and Irvine studied the instruction set of the Intel Pentium procdestetermine its suitability
for implementing a VMM [15]. They found that the instruction set of the Pentiuotessor is not fully
virtualizable since there are some instructions effecting the correctntss\df’s execution that fail silently
without trapping to the VMM. Such instructions have to be simulated by a VMMdorectness of the VM’s
execution thereby leading to a time overhead when compared to executiativnhardware.

Most related work falls into two categories: techniques which detect VMgt on implementation
details and techniques which make assumptions that limit their applicability.

There are a number of previously developed techniques from the liackimmunity. Redpifi is an
example detection algorithm used to detect the VMware virtual machine monédpilRoperates by reading
the address of the Interrupt Descriptor Table (IDT) with 81eDT instruction and checking if it has been
moved to certain locations known to be used by VMware. This algorithm caasiey fooled since it relies
on the VMM to return the correct address of the IDT [11]. Similar to Redpillware’s Back is a software-
dependent detection attack which uses the existence of a special |/Ogiled, the VMware backdoor. This

Shttp://invisiblethings.org/redpill.htn
4http://chitchat.at.infoseek.co.jp/viwar e/
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I/0O port is specific to the VMware virtual machine and hence can be usesteéotd/Mware.

Delalleau proposed a scheme to detect the existence of a VMM by using tinahgizri4]. The proposed
scheme requires a program to first time its own execution on a VMM-freeimaha learning phase. Then,
when the program infects a suspect host of known configuration,esuéen time is compared against the
results from the learning phase. Because the result of the learning {shdespendent on the exact machine
configuration and the scheme is not designed to produce a configuvaieead, it is unclear how practical
it is to deploy such a detection algorithm in practice.

Holz and Raynal describe some heuristics for detecting honeypots aed satbpicious environments
from within code executing in said environment [8]. Dornseif et al. studghmreisms designed specifically
to detect the Sebek high-interaction honeypot [6]. Unlike these appesathefuzzy benchmarkse have
constructed are not based upon specific software implementations details.

Execution path analysis (EPA) [18] was first proposed in Phrack 5%abyRutkowski as an attempt to
determine the presence of kernel rootkits by analyzing the number ofircgytdem calls. Although the main
idea can also apply to detect VMMs, EPA has a severe drawback: iresaignificant modification to the
system (debug registers, debug exception handler) that could be @éetgitted and consequently forged by
the underlying VMM.

Pioneer [19] is a primitive which enables verifiable code execution on remathines. As part of the
inherent challenge of verifiable code execution, Pioneer needs tarieéewhether or not it is running
inside a VMM. The solution in Pioneer is to time the runtime of a certain function tkatraads in the
interrupt enable bit in the EFLAGS register. This function is pushed into ¢ineek and is expected to run
with interrupts turned off. However, if it was running inside a VMM, the auitpf the EFLAGS register
would be different than expected. Although promising, Pioneer assumaethéhexternal verifier knows the
exact hardware configuration of the target host. We eliminate this assunapiiorely on hardware artifacts
to discover the target host's hardware configuration. In addition, the miitimiag overhead of the Pioneer
checksum function makes remote usage of Pioneer difficult.

Vrable et al. touch briefly on non-trivial mechanisms for detecting exeguwtithin a VMM [22]. They
allude to the fact that although a honeynet maybe be able to perfectly vigadllizardware, an attacker may
be able to infer that it is executing inside a VMM by certain side channels.

Remote physical device fingerprinting can be used to detect VMMs if theratteerifier can directly
interact with two different virtual machines running on the same host [Q2}. approach only requires the
existence of a single VM and hence is useful in the case of virtual machsedlrootkits [11]. Recently,
Rutkowska [17] and Zovi [23] proposed the use of hardware virtatbn support (AMD Pacifica [5] and
Intel VT [9]) to create virtual machine-based rootkits rootkits, including éor the new Windows Vista
operating system. Also, defending against remote physical devicegiigérg is as simple as disabling or
masking the TCP option timestamps. HoneyD is a virtual honeypot which detayainst remote physical
device fingerprinting based detection [14].

6 Conclusions

The main contribution of this paper is the development of a fuzzy benchnggskogram whose execution
differs from the perspective of an external verifier when a target ovirtual machine (versus when it is
executed directly on the underlying hardware). Our benchmarkingamods based on the timing depen-
dency exception property of a virtual machine monitor. We presentettsegere a single benchmarking
program generates sufficient overhead on three different virtuehima monitors to be remotely detectable
across the Internet. Included in our analysis is a machine with hardwéwalization support. The success
of our detection algorithm against this platform demonstrates that harcdwppert for virtualization is not
sufficient to prevent VMM detection.

Most related work either detects VMMs based on implementation details, usegeek which make as-
sumptions that limit their applicability, or rely on the integrity of values returnechfthe VMM. In contrast,
our detection algorithm has a higher degree of independence with tésplee implementation of the VMM
on the target host, uses a hardware discovery heuristic to identify thigwation of the target host, and
incorporates a remote timing and decision maker to eliminate the need to trust the VMM
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