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Environment Percentage of organizations reporting attacks

Internet site 32% over 18 months (n=99)

internal IT-infrastructure 29% over 19 months (n=98)
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Environment Percentage of organizations reporting attacks

Internet site 45% over 17 months (n=51)

internal IT-environment 40% over 20 months (n=47)
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Sector Percentage organizations reporting attacks

IT-sector 44% (n=25)

Internet provider 52% (n=23)

education 47% (n=15)

media 62% (n=13)

non-profit 11% (n=9)

all sectors 40% (n=119)
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Annual turnover Percentage organizations reporting attacks

less than ½ million dollar 47% (n=30)

between ½ and 5 million dollar 38% (n=34)

between 5 en 50 million dollar 42% (n=24)

50 million dollar or more 35% (n=20)

not specified 33% (n=9)
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Number of employees Percentage of organizations reporting attacks

less than 20 46% (n=41)

between 20 and 200 29% (n=42)

between 200 and 1000 42% (n=24)

more than 1000 60% (n=10)
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Environment Percentage of organizations reporting incidents

Internet site 12% over 18 months (n=99)

internal IT-infrastructure 10% over 19 months (n=98)
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Environment Percentage of organizations reporting incidents

Internet site 18% over 17 months (n=51)

internal IT-environment 9% over 20 months (n=47)
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Organizations Percentage reporting incidents Internet site

providers 15% (n=34)

clients 0% (n=31)
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Experience Number of system administrators

0 to 2 years 134

2 to 5 years 89

more than 5 years 34
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V>S�e8Z�Q`e8O*_W¡3^�x[y#S�¹'º[}
»�¼�FG½#9t¾�¿ ÀÁJ�7�ÂÃ½-J�¼`ÄK¼`A�Ä[9LAY?�7�2#FG9�Ä�FÃÅ;@>HG9sABÅ�A�@�9�CÆ¼�Ä[CE2#ÇG25AY@�7�¼�@>2#J�Ç

Workload Number of organizations

high 46

reasonable 53

low 15

� _�StZ�a&e#X�Std�Z�_[d�ybQ�VBO-Z�_GVDe#X�^�efd�^�_]x[Stz�RY^�\;_Ea5R>Z�uÆ¡3^�x[y#SÈ¹�ºvO�V©e-X[^�e3^]d�Z�_�VBO#z�S�RY^(x[y#St_�Q�utx[S�R¤Z�a¤VY�[VYecS�uÉ^�z�u�O*_`O5VYe-RY^�e�Z�R�VMd�y#^�O#u¦e5Z
X�^��[S¤^MX�O#P�Xt��R>S�V�V�Q�R>SMZ�a8\UZ�RYw�} � a�e-X[SMP�R>Z�Q���\;Obe-X�^MX�O#P�XW\;Z�RYw�y#Z�^�z�r[Ê�ºKV���V�e5S�u¦^�z`uWO*_�O5V�e-R>^�e5Z�R�V�V���S�d�Oba5�We5X[^�eGe#X�S0Q�R>P�S�_`eGe#^LV�w�V�^�_`z
R>S�¸�Q[S�VYecVtacR>Z�uËe-X[S�Z�R>P`^�_�O#��^�e-O#Z�_�acR>S�¸�Q[S�_�e5y%��e5^�w[SÌV>Z�uUQ[d�X�e-O#u�Soe#X�^�e;O*_GV�Q�a5acO#d�O#S�_`eMe5O*u�S�O�V�y-S'a5e;acZ�R�z`Z�O*_[PÍVYe#RYQ�d�e#Q�RY^�y;ª�^�_�z�y#S�V�V
�[O�VBO%x[y-S�«©uv^�Ob_�e5S�_�^�_�d�S�}�¡3X[O*R�e5S�S�_�R>S�V���Z�_[z�Ob_�PoV5�[VYe5S�uÎ^�z`u]Ob_[O�V�e#R>^�e5Z�R�V�_[Z�e-O#d�S�e-X[^�e&Z��[S�RYe5O*uvSUO5VDR>S�P�Q[y-^�R�r[uvZ�R>S�e-X�^�_KZ�_[d�St^;\;S�S�wÌZ�_
^(�[S�R>^�P�S�}
Ïc_�N8O#P�Q�R>S�Ð�r�e-X[S�S�acaYS�d�ecV�Z�a�^�X�O#P�X�\;Z�RYw�y#Z�^�z�^�R>S�VY��S�d�ObacO#S�zG}U¡3X[S�Z�R>P�^�_`O#��^�e#O#Z�_�V�Z�_�e#X[SÍy#S�a5ec �X[^�_�zÑVYO#z`SÍX`^(�[S�^�V5�[VYe5S�u

^�z`u]Ob_[O�V�e#R>^�e5O#Z�_�e-X`^�eWz�S�VBd�RYO x[S�VEe5X[S�O*Rv\sZ�RYw[y#Z�^�z�^�VEX�O#P�X�}�NGQ�R�e-X[S�R>u�Z�R>S�r0e-X[S���^�y�VBZ�O*_[z�O#d�^�e�S�e#X�^'e�Z��[S�RYe�Obu�S�O�VER>S�P�Q�y#^�R>r;Z�REe#X�^�e
O*_GVYQ`a5acO#d�O#S�_`eGe-O#u�S0O�V£y#S�a5eGacZ�RDz�Z�O#_[P]V�e-RYQ�d'e*Q�R>^�y[u�^�Ob_`e�S�_`^�_[d�S�}�¡3X[S�y*^�e*e5S�R£e-\;ZWd�Z�_[z`O%e5O#Z�_�V£\;S�R>S;^�z�z�S�z]Ob_�Z�R>z�S�R£e�ZWuW^�w�SMe-X[SMd�RYO*e5S�R>O#Z�_
u�Z�R>S¤Z�x���S�d'e�O%�ÃS�}�§;y-y`e#X�S0Z�R>P�^�_`O*��^�e5O-Z�_t_[Z�e�uvS�S�e5O*_[P;e#X�O5VDd�R>O*e5S�RYO-Z�_W^�R>SMz�S'��O#d�e5S�zU^'e�e#X[S�R>O*P�X`ec 5X`^�_�zWV>O#z�S�}
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021436587�9;: <>=?=�9"@�A�BDCFEG7%H8I(EGJLKMBONPB#AQ9�RSJGKTRU1(VW1?B#A�7�J�AQ1(E�V
X8Y(Z�[G\Q];^`_#aTb�c`_ed(aTf%dWdgaT];h(]�iT]�hjb�kl_Q]�m%[T\QY�d�noY4_eaTY�Z�aT]�\ef%d2b�\QZLf�pGYrq�f"dgY(b�pW_DcsaT]�\Q].dgaT]F_?nT_#d?]�tuf�vGtwYrpPY?_xd(\Qf%d?b�\�_yvGbzpPb�dWaTf%iT];f{d4b�bwaTY�Z�a

cFb�\#|Ph(b�f�v~}

�;���z����������� �l�r�l���l�y�Q�e�l���
��aT]%p�pT]%c�_O]�m%[T\QY�d�nziL[Ph(pT]+\Qf%�TY(h�Yrd?Y(]�_eY�p�_Qb�k?d(c;f�\Q];f�\Q];v�Y?_Om�b�iW]�\Q]"vM��_Ob�t�]%d?aGYrpTZwdgaLf�djk�\Q]���[P]�p�d4h)nUb�m�m%[P\�_O���TY�d�Y?_.b�k�iTYrd?f�hjY�pLd?]%\Q]�_#djdgaTf%d

dgaT] _Ob�k?d?c;f�\Q]UY?_{\Q]%¡Ph(f�m�]�v�f6_w_Qb�b�p¢f6_s¡PbG_�_OY)�Thg]w�Gn£f�pT]%c¤iT]"\�_QY(b�p��(f¥_Ob¥m�f�h�h(]�v�¡Gf"d4m%aT�{Y�p�csaTY(m%a�dgaT]`iL[Th�pT]%\Qf+�TY(hrY�d?Y(]�_¦aGf%iT]��T]�]�p
k�Y(§G]�v~}�¨�iT]�\?novGf%n�f¦|GpPb�c;pwiL[Ph(pT]+\Qf%�TY(h�Yrd�n�aLf6_epTb�dP�T]�]�pok�Y(§G]"vP�~Ygtz¡TbG_Q]�_.fF\#Y?_#|�b�klY�pTm�Y(vL]�p�d�_%}L©¤_#Y(Z�pPYrk�Y(m�f"p�d2¡Gf�\#d2b�k*d?aT];\Q]�_#¡Tb�pGvLY�pTZ
b�\QZGf�pLYgq"f�d?Y(b�pW_���aPb�c;]%iW]�\���vGb�]�_epTb�dWf�¡L¡Ph)nz¡Pf"d?m+aT]�_Dc;YrdgaTY�pwb�pT]�t�b�p�dgaW��f6_y_#aTb�c;pF�Gnwªef+�Th(]�«G«�}
¬�J�WI(9z®G® ¯±°P9�9�KwE�=*1(V8B#A�J�IrIg1(V83¦°8J�AQ@�²P9�B

Applying patches Number of organizations

within one day 30

within one week 23

within one month 9

frequently after longer than one month 15

no patches have been applied so far 35

not specified 3

ª2aP].k�b�h(h(b�c;Y(pPZz\Q]%f6_Ob�p±_Df�\Q]{ZGY)iT]�pzd?b;¡PbG_�d(¡Pb�pT]ydgaT]{Y�pW_xd?f�h(h�f"d?Ygb�p�b�kj¡Pf"d?m+aT]�_Dk�b�\eh(b�pTZG]"\jdgaGf"p`b�pT]�tob�p�dga2³
•

d(aP].c;b�\#|Ph(b�f�v��(to]�p�d?Y(b�pT]�vzk�Y)iT].d?Ygto]�_Q��´
•

d(aP];_Qtwf�h(hPm%aTf�pTm�]{b�k8d?aT]*iL[ThgpT]%\#f+�TY(h(Y)d�nF�T]"YgpTZw]�§�¡Ghgb�Yrd?]�vT��f�_2¡T]%\Qm�]�Y)iT]�v;�Gnzd?aT]�\Q]�_�¡Pb�pTvGYrpPZzb�\�ZLf�pGY(q�f"dgY(b�p��xt�]%pGd(Y(b�pP]"vµ_#Y(§¦d4Yrt�]�_O��´
•

d(aP].\QY4_�|±_Db�k�vLY4_O\#[G¡�d?Y�pTZ{d(aP];_?nT_#d#]�tM_j�GnwY(pW_#d(f�hrhgYrpTZFf.¡Gf�d?m%aW��t�]�f�pGY�pTZ¦dgaGf�dW¡Gf�d?m%aT]�_em�f�pwb�pTh)n;�T]�f"¡G¡ThgY(]�vzc;aT]+pzd(aP];_?nT_#d?]�tU_*f"\Q]
f�h(hgb�c;]�vzd?b��T];b�[Ld8b�k�b�\QvL]�\l�4t�]�p�d?Y(b�pP]"vFpGYrpT]�d(Ygto]�_Q��}

X8Y(Z�[G\Q]�«%¶FvL]%¡PY(m%d�_�dgaT]�]�k?k�]"m%d�_*b�k�\Q]"Z�[Ph(f�\#h)nwY(p±_xd?f�h�h(Y�pLZz¡Gf�d?m%aT]�_y�(f�dWh(]�f�_#dWb�pTm�]{f�t�b�pLdgaT�Q}
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� � "���� � �#�$�%�%"�"&��� � '����
�&���)( � � �+*�� ��� "�����*
� � "���� � �#�$'�� � � ��*

,.-0/!132&465�7 8$9:9;4�<�=�>@?�9A2&4�/�1CB0DE2 BGFH-GIJ>K=LDMB�BG-GIJ/ONPD�=;<�QR4�>
S�TVU:WEU:X0Y;X�ZR[�\#]R^�_G`RabWRa�U;c&a�Zd_)e�[Eagf�hif�U;[de�ZEXGj�e&_0X)f�ZCY.U;a WRf�U0_0X�ZV[kX�ZRc�X�lEa�ZM_mY@ldf�a�Y.ZRf�_iYLa�a�no_0f6l�U;f�WpX�h.WRe�_0c `Ra�Yqe�U;abU;a&[�TV\�e�U;\#]rXGZCYm_0e�\G\)a&lCs�t0_

n6TuYK_J`Rf�vHa�wRa�U@xRaHZRf�_0X)c&a�lr_G`Ee&_Jh:f�TVUbf�Td_if�h@hyX�wRa6f�U;[Ee�ZdXGj�e�_GXGf�ZuY+vOX�_)`zX�ZVc&X�lEa&Z�_yYgc�e&TuY;a&lrx�]zZRf�_$_)XGnra&\ ]{X)ZCYm_0e�\G\GX�Zd[|WEe�_0c `Ra�YgX�ZdlEXGc�e _0a
_)`Re _._)`Ra ]zlEf|XGZCYm_}e&\)\PWRe _0c�`Ra�Ygf�Zze~U;a&[�TE\Ge�U$xRe�Y;a�sC�gWdWEe�U;a Zd_)\#]V^AlEa�YKWVX�_0a6_)`Ra6e&_)_0a Z�_0XGf�Z�xRa&X)ZR[|WEe�XGlE^PX�_qX0Yg��TVX�_0ara�e�Y0]{_}f|h;f�U;[Ea%_�e xRf�TE_
X�ZCY:_0e�\G\�X�ZR[He+WVe _0c�`3s

�O���k�)���������g�H���+�b�@�b���b�
� `Va&U;a�e�U;a{_)vOf�U;a�nre�X�ZEX�ZR[�nra�e�Y:TEU;a�n�a�Z�_yY�U;a�\�e&_0a�l�_0f�_)`Ra���TVe&\)X�_�]�f�hr_0`Va�Y0]RY:_0a�n�e�lEnrX�ZEX0Y:_GUye&_)XGf�Z3s � `Va�Y;a�e�U;a�_)`Ra X�U|\)a�wRa�\6f�h

a�l�TRc�e�_0XGf�Z�e�ZRl�v�`Ra _G`Va U6_G`Ra�]�nre& Va¡TuYLa�f�hpXGZdhyf�U;n6e&_)XGf�Z¢Y;f�TRU;c�a�Y�vOX�_0`�U;a�Y:WRa�c _k_}f¢YLa�c TRU;X�_�]�X0Y�Y:TRa�Y s+£bf�_}`�nra�e�Y:TEU;a�Y¡Y:`Rf�v¤e�Z
X�ZRc�U;a�e�Y;a�l¡lEa _0a�c%_}XGf�Z�f�hbTVZCY:TRc�c�a�Y�Y:h0TR\qe�_G_)e�c  CY s � `Ra6WVa U;c�a&Z�_0e�[dara�¥MWVa U;XGa�ZRc�X�ZR[zX�ZRc�XGlEa Z�_yY�^P`Vf�vHa wRa�U�^@lEf�a�YOZRf�_�Y:`Rf�v¦e�Y;XG[�ZEX�hyXGc�e�Z�_
lEa�c�U;a&e!YLa�s

§|¨ ©«ª�¬||®�¯6°z±;ª�¬6°³²|¬�´¶µE·r6ª�¸¹¸¤·{¬�´z²kºC±yª�¬6°
» X�_)`�T�W�_0f�¼V½M¾¿f�h�_}`Ra�tmZ�_0a UyZRa _rc�f�ZdZVa&c _0a�l¢f�U;[�e�ZdXGj�e�_0XGf�ZuYÀTEZElda�Uze _G_)e�c  u^ÁX�_pc&e�Z�xRaÂYK_}e&_0a�l�_G`Ee&_�Y;a�c TRU;X#_�]ÃX0Y¡e�ZÄa�Y�Y;a�ZM_}XGe�\

U;a���TRX�U;a nra�ZM_$hyf�Ube&Z!]Rf�ZRa6c�f�ZdZVa&c _0X�ZR[r_0f|_G`Va�t0Z�_0a UyZRa _;sC�O\�_)`Rf�TV[�`¡_)`dX0Y+_)`EU;a&e _�X0YgWEU;a�Y;a�ZM_�h:f�UbWEU;e�c _)XGc�e�\G\#]�a�w3a�U0]¡tyZd_0a UyZRa _bc�f�ZdZVa&c _0a�l
f�U;[Ee�ZdX)j&e�_0XGf�Z|ÅGU;a�[�e�U;l�\Ga�Y�YqX�_mY+Y:X)j�aOf�U._)`RaHYLa�c _0f�UqX#_.f�WVa�U:e�_0a�Y@X�ZVÆ;^dnrfEY:_Pf�U;[�e�ZRX�j�e _0X)f�ZCY@lEfkZRf�_AYLa�a�no_0fOxRagh0TV\G\#]re&v�e�U;aOf�h$X�_y^Ee�Y@nre�Z�]
nra�e�Y:TEU;a�Y@e�U;abZRf�_CX�npWV\Ga�nra Zd_0a�lOTEZM_}XG\d_)`Raqh:X)U�Ym_Ce&_G_)e�c  rf�U.X�ZVc&X)lda ZE_R_0e  Ra�YAWV\�e�c�a�s
Ç fEYK_ÈY;a�c TRU;X�_�]¡XGZRc�XGlEa Zd_mYOYLa�a�nÉ_0frxRa|e�hmhya�c%_}XGZR[z_G`Rart0Zd_0a�U:ZRa _ÈY;X�_0a�X�ZVYK_}a&e�l¡f�hÈ_0`RarX�Zd_0a UyZde�\qt �$Ê X�ZdhyUye�Y:_GU:TVc _�TEU;a�^Av�`dXGc�`�c�e�TCY;a�YÁ_G`Va

X)npWEe�c _@_0frxRarU;a�\Ge _0X#wRa�\�]¡\)fMvËh:U;f�nÌeHxdTuYLXGZVa�Y�YgWRf�X�Zd_�f�hqwRX)a&v6s � `RX0Y;^P`Vf�vOa wRa�U�^.ldf�a�YOZRf�_�n�a�e�Zz_G`Ee&_�YLa�c TVU:X�_�]�X0YOX�UyU;a&\)a�wRe�Zd_}^Pe�YHX�Z
U;f�TV[�`R\#]�`Ee�\�hO_)`Ra|Z�TVnkxRa�UHf�hHXGZRc�XGlEa Z�_yYk_G`Ra�X�Z�_)U:TRlEa UkTuYLa�YÁ_)`Ra�Y0]RY:_ya&n�Y6X�Z�e|v�e�]�_)`Re�_gc�e�Z�WRf�_}a&Z�_0X�e�\G\ ]�a�nHxRe�UyU:e�Y�Yk_G`Va|e&h0hya�c _0a�l
f�U;[Ee�ZdX)j&e�_0XGf�ZPs
�ÍYLXG[�ZVX�hyXGc�e&Z�_PWEe�U:_Jf�h._)`RaOX�ZVc&X)lda ZE_yY@c�f�ZRc�a�U:ZRX�Zd[6TEZEe&T�_)`Rf�U:X)j�a�l6e�c�c�a�Y�Yqc�f�TR\Gl~`Re wRabxRa�a�Z�WEU;a�wRa�Zd_0a�lHxd]6_0XGnra�\#]|X�ZCY:_0e�\G\�X�ZR[ÀYLa�c TEU;X�_�]

WVe&_}c `Ra�Y%s
» `Ra Z�c&f�ZuYLXGlEa U;X�Zd[~n�e�\GX)c&X)f�TCYqc�f�lda�^RX�_Je WdWVa�e�U�Y�_)`Re _ Ç S Êm» f�U;lHwRX�U:TuYLa�Y�^PY:WEU;a�e�lHxd]�a Ê nre�X�\0^Re&U;aHc TEU:U;a ZE_G\#]�ekhye&Ub[�U;a�e _0a�U@WEU;f�xR\Ga�n

_)`Re�Z|Î�e wRe~f�Ub�Oc _GX#wRa ÏrsVtm_.X}Y+c�a�Um_0e�X�ZR\#]|e�l�wRX0Y;e xR\)aÁ_0f~`Re wRaÈwRXGU:TuY+Y;c�e�ZdZRX�ZE[|f�Z�X�ZVc&f�nrX�ZR[|a Ê n6e�XG\G^JYKTVc `�e�Y@xRa�X�ZR[|f�h0hKa&U;a�l~xd]zY;a wRa�U;e�\
c�f�nrnra�U;c&X)e�\dhyX�U;a%v�e�\G\RWEU;f�l�TRc _yY s
� `Va¡nra U;azWEU;a�YLa�ZRc�a�f�hre�hyX�U;a%v�e�\G\HlEf�a�Y|ZVf�_He&\�vOe�]RY�WVU;f�wRXGlEa�e�lEa��MTVe&_}a{WEU;f�_0a�c _0XGf�ZJs » X�_G`Rf�TE_Hc�e�U;a%h0TV\ÁWV\�e&ZEZEX�ZR[V^�_}a�Y:_)X�ZR[�e�ZRl

nre�X�Zd_0a ZRe�ZRc�a�^�e+hyXGU;a vOe�\G\Rc�e�ZkWEU;f�wRXGlEageghye�\0Y;aOY;a�ZCY;agf�h$Y;a�c TRU;X�_�]3s
� `Vaka h0h;a�c _$fMh�Y;a�c TRU;X�_�]�WVf�\GXGc�XGa�Y+e�ZRlrf�_0`Ra�Uqf�U;[�e�ZRX�j�e _0XGf�ZEe�\.Y;a�c TRU;X�_�]|nra&e!YKTEU;a�YbX0YOYLf�nra vO`Ve&_$lEX0Y:e&WEWRf�X�Zd_)X�ZV[R^Re�YbZRf�_�a�wRa�U0]|WVf�\GXGc ]

U;a�Y:TR\�_yY|X�Z�_)`Ra�e�c _GTEe�\kX�n6WR\)a nra&Z�_0e _0XGf�Z¢f�h�a&h0h;a�c _0X#wCa�f�WRa�U;e�_0XGf�ZEe�\~YLa�c TRU;X#_�]¢n�a�e!YKTVU;a�Y%s � `Ra�YLa�c TRU;X#_�]�WRf�\GX)c ]ÃY;`Rf�TV\GlÐYK_0e�_0a�c�\Ga�e&U
WVU;f�c�a�lMTVU;a�YAhyf�U@nra�e�Y:TEU:X�ZR[O_G`Ra�U;a�Y:TV\�_0X�Zd[6f�WVa�U:e�_GXGf�ZEe�\Vn�a�e!YKTEU;a�Y s
� `VaHYKTEU0wRa�]�e�ldlEa�lph0TVU:_G`Va U@a�wRXGlEa�ZRc�ag_0fk_)`Raghye�c _C_G`Ve%_JvOX�_)`Rf�TE_.e�lda���TEe&_0aHlda _0a�c _0XGf�Z|nra�e�Y:TEU;a�Y�^Cf�ZR\#]�erYLn~e�\�\PWEe&U:_if�h@_)`RaHX�ZVc&X)lda ZE_yY

v�XG\G\bxRa�lda _0a�c _0a�lCs@ÑHa _0a�c _0XGf�Z�nra�e�Y:TEU;a�Y�e�U;a�e&Z�X�n6WRf�U0_0e�ZM_He!YKWVa�c _6f�h�Y;a�c TVU;X�_�]«e!Y�_G`Va ]�a�ZRe xR\GaÒe&Z�f�U;[de�ZEXGj�e&_)XGf�Z�_0f�U;a�YKWVf�ZRl�_0f
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